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Kubernetes is a container orchestration system that offers reliable deployment of containerized applications.
However, its steep learning curve and complex configuration requirements present barriers to its adoption. To
address these challenges, we present AnvilOps, an open-source platform-as-a-service that simplifies application
deployment and management on Kubernetes clusters. AnvilOps, developed at the Rosen Center for Advanced
Computing (RCAC), simplifies application deployment on both the Geddes and Anvil Composable Subsystems.
It enables users to deploy applications from GitHub repositories or public images with minimal configuration,
abstracting image building and Kubernetes resource management, and supports continuous deployment via
GitHub webhooks. This paper presents the design and architecture of AnvilOps, along with results and future
work.
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1 Introduction

Modern domain science increasingly relies on composable infrastructure to support usage patterns
such as interactive use, custom software stacks, web applications, and databases [10]. To meet these
evolving needs within high-performance computing (HPC) environments, Kubernetes provides
a flexible, scalable platform for orchestrating containerized services that complement traditional
batch workloads.

Kubernetes enables dynamic allocation of compute and storage resources and provides features
such as autoscaling, load balancing, and self-healing. These capabilities make it well-suited for
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modern scientific workloads, particularly those requiring elasticity or interactivity. However, this
flexibility comes with added complexity. Kubernetes has a steep learning curve that makes it difficult
to get started. Its complexity can obscure its benefits, especially for researchers and domain experts
who prefer to focus on their work rather than infrastructure management [9]. These challenges
become even more pronounced in environments without dedicated DevOps support.

To address these barriers, we developed AnvilOps, an open-source platform-as-a-service (PaaS)
that provides a streamlined, user-friendly interface for deploying and managing applications on
Kubernetes clusters. With built-in support for continuous deployment, users can deploy and update
applications with minimal configuration. By abstracting the underlying infrastructure, AnvilOps
allows users to focus on their core research and development tasks. This paper presents the design
and implementation of AnvilOps, including its architecture, features, and development model.

2 Background and Motivation

Traditional HPC systems offer access to computing resources primarily through batch jobs. A
user submits a script to a batch system, which runs when the requested resources are available,
then exits. This workflow is suitable for one-off jobs such as simulations and computations, but
it is a poor fit for hosting the persistent services, interactive tools, and custom software stacks
increasingly required in modern research. To address this gap, institutions and computing centers
have adopted composable infrastructure [10], where shared resources are pooled and dynamically
provisioned based on workload requirements [1]. Anvil [11], Purdue’s NSF-funded Category I
HPC system, exemplifies this approach with a Kubernetes-managed composable subsystem and
Rancher for centralized management and access control [6, 10]. This setup allows researchers to
deploy persistent and interactive applications while leveraging Kubernetes’ automation, efficiency,
portability, and scalability [8]. AnvilOps builds on this foundation by automating application
deployment on Kubernetes clusters like the Anvil Composable Subsystem, reducing effort and
letting researchers focus on their work. AnvilOps simplifies three key aspects of the application
deployment process:

2.1 Kubernetes

The first challenge is interacting with Kubernetes. Deploying applications such as databases or web
services requires defining multiple resources (e.g., Namespace, Deployment/StatefulSet, Service,
and Ingress), typically through YAML configuration or tools like kubectl. While powerful, these
approaches require familiarity with Kubernetes concepts and are prone to errors, making them
difficult for non-expert users. In addition, standard graphical tools like Rancher simplify access
but still expose underlying abstractions, requiring users to understand core concepts such as
Deployments and Services. AnvilOps reduces this complexity by automating the creation and
deployment of Kubernetes resources.

2.2 Containerization

Before an application can be deployed on Kubernetes, it must be packaged as a container image,
typically using a Dockerfile that defines the application’s environment, dependencies, and build
steps. While Docker provides a standardized and portable workflow, writing Dockerfiles requires
familiarity with syntax and best practices. To simplify this process, AnvilOps supports two ap-
proaches. Users can provide a Dockerfile directly or use Railpack [5], which automatically generates
build configurations based on the structure of the codebase.

2.3 Continuous Deployment

To improve development efficiency and enable faster feedback, developers rely on Continuous
Integration and Continuous Delivery/Deployment (CI/CD) to automate building, testing, and

, Vol. 1, No. 1, Article . Publication date: March 2026.



AnvilOps: Increasing Kubernetes Accessibility via an Open-Source Platform-as-a-Service 3

rolling out applications. By integrating with GitHub webhooks, AnvilOps automatically provides
continuous deployment. When a commit is pushed to a specified branch or a configured GitHub
Actions workflows succeeds, the application is rebuilt and deployed to the cluster.

2.4 Related Work

2.4.1 Repo-to-image tools. Several tools automate building source repositories into container
images, including repo2docker [4], Buildpacks [2], and Railpack [5]. These tools detect technologies
from project files and generate build configurations, environment variables, and startup commands
accordingly. repo2docker focuses on reproducible Python, R, and Julia environments for interactive
data science platforms, while the others support a broader range of applications. AnvilOps uses
Railpack as its primary repo-to-image tool due to its speed and convenient integration with the
build engine BuildKit, which AnvilOps also uses to build from Dockerfiles.

2.4.2 Kubernetes-based platforms. A variety of Kubernetes-based platforms aim to streamline
application deployment on managed or on-premises infrastructure.

Red Hat OpenShift [7] is an opinionated Kubernetes distribution that includes networking,
security features, an integrated image registry, and CI/CD tooling. OpenShift Builds and Pipelines
support building images and automating deployments, but these tools are limited to OpenShift
clusters. In contrast, AnvilOps is designed for portability and can run on any Kubernetes cluster.

Kubero [12] is an open-source Kubernetes-based Paa$. It is more mature than AnvilOps, featuring
support for multiple Git providers, Helm-based deployments, resource monitoring, and convenient
templates for storage services like databases. However, while Kubero supports multi-tenancy, it
lacks mechanisms for applying resource quotas across groups of namespaces at the team level,
making cluster administration more complex. Rancher addresses this through its Project abstraction,
which enables shared quotas and access control across namespaces, but Kubero does not integrate
with Rancher.

3 System Overview
3.1 Frontend and Backend

The backend is a stateless HTTP server implemented in Node.js, and the frontend is a React
application. Users deploy and manage applications through the web dashboard, while the backend
spawns build jobs and dynamically generates and applies Kubernetes resource manifests.

3.2 Data Model

All user data is stored in a PostgreSQL database. When a user signs in through CILogon, a record
is created in the users table along with an organization derived from the user’s display name.
Organizations contain Apps, each representing an application or microservice, and each App can
have multiple Deployments. An AnvilOps Deployment, distinct from the Kubernetes Deployment
resource, represents a snapshot of the configuration required to deploy an application by generating
the necessary manifests. Only one Deployment is active for an application at a time.

3.3 Image Building

AnvilOps uses BuildKit, an image building engine, to build container images from user-provided Git
repositories. BuildKit is the container builder used by Docker and offers advanced build optimization
capabilities, such as layer caching and aggressive parallelization of build steps [3], making builds
fast and efficient. AnvilOps uses Railpack [5], a third-party BuildKit frontend which analyzes source
files to automatically generate a build plan for BuildKit without relying on a Dockerfile. Users
who are developing applications not supported by Railpack, or who require more customized build
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configuration, can provide a Dockerfile instead. When a build completes, the resulting image is
pushed to a Harbor image repository before being deployed on the cluster.

4 Components of a Deployment

AnvilOps deploys each application in a new Kubernetes Namespace, which can be selected by the
user. When Rancher integration is enabled, users can place the namespace within a Project so
that resource usage is tracked under an existing allocation.

Applications are deployed as Kubernetes StatefulSets, which support horizontal and vertical
scaling. A StatefulSet is used instead of a Deployment to support stateful workloads such as
databases that require ordered initialization. Environment variables are stored in a Kubernetes
Secret within the same namespace. Each application is assigned a ClusterIP Service for internal
communication. Optionally, users can expose the application via a custom subdomain, in which
case AnvilOps creates an Ingress resource. Finally, AnvilOps creates a NetworkPolicy in each
tenant namespace to restrict access. Only AnvilOps apps in the same app group, or other services
in namespaces enumerated by the administrator, will be able to communicate with the app.

5 User Flow
Grouping Options

5.1 Initial Deployment

00 Project +

To deploy an apphcation with AnVilOps’ users In clusters managed by Rancher, resources are organized into projects for administration
complete a series of form fields through the web Select s Project
interface. Key steps are described below.

Source Options

5.1.1 Application source. An application may be
deployed from either a linked Git repository or |  bepioymentsource -
from a publicly available container image. Git Repository

5.1.2  Project. AnvilOps can integrate with @ Reposiory *

Rancher, allowing users to deploy applica- owans160/anvilops-demo
tions within any Project for which they have
the manage-namespaces permission. A Rancher
Project is a Rancher feature that allows multi-
ple Kubernetes namespaces to be managed as a
unit, simplifying role-based access control and

L Branch *

main

Build Options

resource assignments [6]. > Builder +

Dockerfile Builds your app using your Dockerfile.

5.1.3 Configuration. The user specifies the port
number that the application is served on and (op-
tionally) a public subdomain name they want
the app to use. They can also add environment

® Railpack Detects your project structure and builds your app automatically.

Deployment Options
variables and volume mounts. All configuration

options, except volume mounts and the names-
pace name, can be updated after the app is cre-
ated. When deploying from a Git repository, the | & rornumber -
user specifies a branch and then selects either the 3000

Dockerfile or Railpack builder along with a web-

hook event (push or GitHub Actions workflow

& Public URL *

https:// my-app anvilcloud.rcac.purdue.edu

success) to trigger rebuilds and redeployments.
Automatic redeployment can be disabled later. Fig. 1. A subset of the configuration options for new

applications.
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5.1.4  Build and Deployment. For Git repositories, AnvilOps must complete an image build process
before deployment. These steps are not necessary for deployments from existing images.

(1) The AnvilOps backend uses the Kubernetes API to create a Job (the "build job").

(2) The build job clones the repository, optionally invokes Railpack to generate build instructions
in place of a Dockerfile, and then sends the build context to the BuildKit daemon.

(3) As the application builds, AnvilOps streams logs from the build job to the dashboard.

(4) When the build completes, the BuildKit daemon requests credentials from the build job and
uses them to push the image to a Harbor registry.

(5) The build job sends an HTTP request to the AnvilOps backend to confirm that the build is
complete and then terminates.

AnvilOps then proceeds with deploying the anvilops-demo
container image, generating Kubernetes man- G
ifests from the configuration parameters and
applying them in a new namespace. As the re- oory s
sources are created, AnvilOps updates the dash- o Publcaddress demaanicoudrcac s 0
board with the app’s status. & Intemal address ©  namespacenamespacesveclusterlocal

Finally, the application is running and can be
accessed at the specified subdomain. From the

Overview Status Configuration Logs Danger

General

Continuous deployment is on.

This loyed when new changes are pushed to the main branch of the connected repository,

dashboard, the user can monitor the status of Recent Deployments
1l ; F
Automatically triggered by pushes to 43 main.
pods, view real-time logs, modify configuration st souee sous logs  Rolback
parameters, and scale the application as desired. o502, 2168 < bieae Updotondoxasro = Complet

. D Pipeli
52 Cl/C F’Ipe ne Fig. 2. The AnvilOps dashboard. Users can monitor
After an AnvilOps user has created an app on  status, deployments, logs, and configuration options.
the platform and linked it to a GitHub reposi-

tory, every time they push a commit, the deployment process runs:

(1) GitHub sends a webhook payload to the AnvilOps backend informing it of the new commit.

(2) The AnvilOps backend begins the build process described in Section 5.1.4.

(3) The backend redeploys the application with the latest image by using the latest configuration
to generate Kubernetes manifests. These are sent to the Kubernetes API in PATCH requests.

(4) Kubernetes creates or updates resources as needed.

Applications may also be deployed directly from an existing container image. In that case, only
steps 3-4 are completed.

6 Installation Steps

AnvilOps can be installed from a Helm chart. Through the values.yaml file and Kubernetes
Secrets, administrators configure various features such as network policy creation, Rancher
integration, and storage class. Detailed instructions are available on the AnvilOps GitHub repository.

7 Security Considerations

This section lists some of our design decisions in areas crucial to security.

The platform runs all builds on the same BuildKit instance, which could lead to cache poisoning
attacks. For compatibility reasons, the default installation of AnvilOps includes a privileged daemon
that runs as root in its container, but we highly recommend that system administrators run it in
rootless mode and/or enable user namespaces to alleviate the risk of container escape vulnerabilities.
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AnvilOps currently uses the same imagePullSecret in all namespaces, which means one user
could run another user’s image if they knew its name. We made this tradeoff to maximize compati-
bility between container registry implementations, but if we mandated the use of one particular
registry, we could easily automate credential generation and granular access control.

When Rancher integration is enabled and AnvilOps needs to interact with the Kubernetes API
on behalf of a user, the platform impersonates that user. This limits the attack surface to the set of
actions that the AnvilOps user can perform in the cluster.

8 Conclusion and Future Work

AnvilOps lowers the barrier to entry to Kubernetes by automating builds and deployments. In
addition, it provides a powerful continuous delivery system tightly integrated with GitHub. By
deploying applications via AnvilOps, researchers can avoid manual configuration of infrastructure,
freeing up time for application development and use.

AnvilOps is under active development. As it is adopted by more users at the Rosen Center,
features will continue to be added and refined. The source code for the platform is publicly available
at https://github.com/PurdueRCAC/AnvilOps, and we invite readers to leave feedback.
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